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GLOSSARY 
 

Islamic window That part of a conventional financial institution (which may be a branch 
or a dedicated unit of that institution) that provides both fund 
management (investment accounts) and financing and investment that 
are Sharǭᾶah-compliant ï that is, with separate funds. It could also 
provide takǕful or retakǕful services. 

MuỘǕrabah A partnership contract between the capital provider (rabb al-mǕl) and 
an entrepreneur (muỘǕrib) whereby the capital provider would 
contribute capital to an enterprise or activity that is to be managed by 
the entrepreneur. Profits generated by that enterprise or activity are 
shared in accordance with the percentage specified in the contract, 
while losses are to be borne solely by the capital provider unless the 
losses are due to misconduct, negligence or breach of contracted 
terms. 

MurǕbaỰah A sale contract whereby the institution offering Islamic financial services 
sells to a customer a specified kind of asset that is already in its 
possession, whereby the selling price is the sum of the original price 
and an agreed profit margin. 

MushǕrakah A contract between the institution offering Islamic financial services and 
a customer whereby both would contribute capital to an enterprise, 
whether existing or new, or to ownership of real estate or a movable 
asset, on either a temporary or a permanent basis. Profits generated by 
that enterprise or real estate/asset are shared in accordance with the 
terms of the mushǕrakah agreement, while losses are shared in 
proportion to each partnerôs share of capital. 

ἷadaqah ἷadaqah has been defined as an act of giving something to somebody 
without seeking a substitute in return and with the intention of pleasing 
Allah. 

SharǭᾺah The practical divine law deduced from its legitimate sources: the QurᾷǕn, 
Sunnah, consensus (ijmǕԐ), analogy (qiyǕs) and other approved 
sources of the Sharǭᾶah. 

SharǭᾺah board An independent body set up or engaged by the institution offering 
Islamic financial services to supervise its Sharǭᾶah compliance and 
governance system. 

Sharǭᾶah non-
compliance risk 

An operational risk resulting from non-compliance of the institution with 
the rules and principles of Sharǭᾶah in its products and services.   

ἷukȊk Certificates that represent a proportional undivided ownership right in 
tangible assets, or a pool of tangible assets and other types of assets. 
These assets could be in a specific project or specific investment activity 
that is Sharǭᾶah-compliant. 

Tawarruq or 
commodity 
murǕbaỰah 

A murǕbaỰah transaction based on the purchase of a commodity from 
a seller or a broker and its resale to the customer on the basis of 
deferred murǕbaỰah, followed by the sale of the commodity by the 
customer for a spot price to a third party for the purpose of obtaining 
liquidity, provided that there are no links between the two contracts. 

ZakǕh An obligatory financial contribution disbursed to specified recipients that 
is prescribed by the Sharǭóah for those who possess wealth exceeding 
a minimum amount that is maintained in their possession for one lunar 
year. 
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ABSTRACT 

 

This joint working paper examines money laundering and financing of terrorism (ML/FT) 

methods, trends and typologies as specifically related to Islamic banking, and attempts to 

address whether there is any evidence that ML/FT risks in Islamic banking are indeed different 

from those that arise in conventional banking. The paper also analyses ML/FT risks emanating 

from the intrinsic characteristics of instruments and arrangements used in Islamic banking, or 

from the nature of the contractual relationship between Islamic banks and their customers. 

While reviewing existing literature, the paper also reviews the current status of anti-money 

laundering and countering the financing of terrorism (AML/CFT) legal and regulatory 

frameworks (e.g. laws, regulations, guidelines) in countries where Islamic banks operate to 

assess whether there is a need for further customisation of the AML/CFT requirements to the 

specific characteristics of Islamic banking. Finally, the paper attempts to address the 

measures used to prevent ML/FT risks arising in Islamic banking.  

The paper discusses survey responses received from banking regulatory and supervisory 

authorities (RSAs). Overall, the paper does not find any significant difference in the ML/FT 

risks between conventional and Islamic banking. Moreover, the concerns often raised 

regarding the potential for Islamic social finance platforms such as zakǕh, waqf, Ἰadaqah, etc., 

to be used to mobilise, store and disburse funds for ML/FT is unfounded based on the survey 

responses.  

Most respondent RSAs view that there is no merit in introducing specific regulations or 

preventive measures to address the ML/FT risks in Islamic banking. Since risk levels are 

largely similar in both conventional and Islamic banking, Islamic banks should adhere to their 

own country regulations and the Financial Action Task Force standards to combat ML/FT. 
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1. INTRODUCTION 

 

1.1  Background 
Money laundering and financing of terrorism (ML/FT) can adversely affect macroeconomic 

performance and, therefore, may pose significant risks to the soundness and stability of a 

countryôs financial system. This, in turn, threatens its reputation and investment climate. At the 

same time, while globalisation of the financial services industry and advancement of financial 

technology (fintech)2 solutions and applications enhance financial inclusion, those 

developments are challenging to national regulatory and supervisory authorities (RSAs). For 

Islamic banks, technological innovation should not provide a premise that would compromise 

the principles of SharǭᾺah. As such, the proliferation of innovative financial products and 

processes due to fintech should not make Islamic banks susceptible to ML/FT activities in 

such a way that money launderers might use the sophisticated methods employed by financial 

institutions to launder illicit funds.3 Such ML/FT risks make anti-money laundering and 

combatting the financing of terrorism (AML/CFT) a priority for international, governmental, 

regulatory and supervisory agencies, as well as for research institutions. 

Though the terms ñmoney launderingò and ñfinancing of terrorismò are often conjoined, there 

is a clear difference in their risk processes. In the view of the Financial Action Task Force 

(FATF)4, money laundering is the process of disguising the illegal origin of criminal proceeds, 

whereas financing of terrorism is the financing of terrorist acts, and of terrorists and terrorist 

organisations. According to Article 6 of the UN Convention Against Transnational Organized 

Crime, money laundering is: 

The conversion or transfer of property, knowing that such property 
is the proceeds of crime, for the purpose of concealing or disguising 
the illicit origin of the property or of helping any person who is 
involved in the commission of the predicate offence to evade the 
legal consequences of his or her action; or the concealment or 
disguise of the true nature, source, location, disposition, movement 
or ownership of or rights with respect to property, knowing that such 
property is the proceeds of crime. 

                                                           
2 Though not given specific coverage in this paper, the value of fintech to AML/CFT is duly acknowledged, 
especially for enhancing digital identity as a crucial factor in the customer due diligence process to reduce 
fraudulent practices and improve regulatory compliance. When this working paper was commenced, the regulatory 
focus on reviewing the policy implications of the various fintech approaches for AML/CFT practices across countries 
was still ongoing. 
3 It is worth mentioning that FATF recommendations are recognised as the pertinent international standards for the 
AML/CFT Financial Action Task Force (2012ï2018). International Standards on Combating Money Laundering and 
the Financing of Terrorism & Proliferation. Paris: FATF, p. 123. 
4 The Financial Action Task Force is the leading organisation that formulates global standards for AML/CFT. The 

FATF is mandated to develop and ensure effective implementation of legal, regulatory and operational measures 
to combat money laundering and terrorist financing across the diversified jurisdictions of its 38 member countries. 
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According to Article 2 of the UN Convention for the Suppression of the Financing of 
Terrorism, financing of terrorism is defined as follows:  

Any person commits an offence within the meaning of this 
Convention if that person by any means, directly or indirectly, 
unlawfully and wilfully, provides or collects funds with the 
intention that they should be used or in the knowledge that they 
are to be used, in full or in part, in order to carry out: (a) An act 
which constitutes an offence within the scope of and as defined 
in one of the treaties listed in the annex; or (b) Any other act 
intended to cause death or serious bodily injury to a civilian, or to 
any other person not taking an active part in the hostilities in a 
situation of armed conflict, when the purpose of such act, by its 
nature or context, is to intimidate a population, or to compel a 
government or an international organization to do or to abstain 
from doing any act. 

Without prejudice to the pervasive effect of ML/FT on the global financial services industry, 

the banking sector is arguably the most susceptible and most affected.5 Money launderers 

use a range of banking products and services in the banking sectorôs interconnected system 

with the financial sector, both within and across jurisdictions, to transfer their illegal money. 

In general, the ML/FT act is usually driven by opportunity and convenience, rather than by the 

nature of the financial institution or transaction. From that point, it can be argued that ML/TF 

is not exclusive to any specific banking system, whether conventional or Islamic. Most 

AML/CFT efforts in this regard, however, focus on the conventional banking system, in stark 

contrast to consideration of the specificities of the Islamic financial services vis-à-vis ML/FT.6 

Notwithstanding, AML/CFT matters are also of interest to regulators, standard setters and 

governments of countries with a significant presence of Islamic banking.7  

ML and FT are at variance with the essential principles of Sharǭóah, which are based on 

removing hardship, protecting the public interest and ensuring justice. For instance, ML can 

harm a society via the injection of unjust earnings from illegitimate activities and by the 

amplification of societal corruption upon which the perpetuation of such activities depends. 

Furthermore, the principle of distributive justice may be infringed upon, due to the fact that 

illicit economic gains from ML/FT activities may negatively disrupt the just distribution of 

income, allocation of assets and resources, and determination of commodity prices that are 

fundamental to promoting societal civility and mutual economic prosperity. To this extent, the 

                                                           
5 J. Said, E. K. Ghani, N. Omar and S. N. S. Yusuf (2013). Money Laundering Prevention Measures among 
Commercial Banks in Malaysia. International Journal of Business and Social Science, 4(5), 227ï35. 
6 N. Kyriakos-Saad, M. Vasquez, C. E. Khoury and A. E. Murr (2016). Islamic Finance and Anti-Money Laundering 
and Combating the Financing of Terrorism (AML/CFT) (IMF Working Paper No. WP/16/42). Washington, D.C.: 
IMF. 
7 Mutual Evaluation Reports (MUR) and Follow-Up Reports (FUR) on a few countries published by the FATF also 

include Islamic banking in their coverage.  
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Sharǭóah foundational premise upon which Islamic banking is based, and which to a large 

extent may have influenced the patronage intents of customers, abhors the commingling of 

illicit funds with legitimate funds. 

The global Islamic financial services industry (IFSI) is now worth USD 2.19 trillion.8 The Islamic 

banking segment, which accounts for about 72% of the value of the total global IFSI, is present 

in over 60 countries of which at least 12 are of systemic significance.9 While there is no 

evidence to prove that Islamic banks pose different ML/FT risks than conventional banks, the 

potential for institutions offering Islamic financial services (IIFS) in general, and Islamic banks 

in particular, to be used as a transmission channel for ML/FT may require empirical evidence 

to disprove.10 The IFSBôs IFSI Stability Report 2016, in addition to providing a detailed 

exposition of the structure of Islamic banking and its inherent AML/CFT features due to 

Sharǭóah provisions, nonetheless noted the lack of empirical data to validate such theoretical 

statements.  

A number of concerns have been raised as to the susceptibility of IIFS to ML/FT.11 There were 

concerns based on the fact that extant international AML/CFT standards make no special 

provision for likely ML/FT risks emanating from the product structure and the nature of the 

customer relationship in Islamic finance. The 40 recommendations of the FATF address issues 

related to AML/CFT12 from a purely conventional standpoint. It is worth mentioning that these 

FATF recommendations are recognised as the pertinent international standard for AML/CFT. 

Further concerns were raised about whether the nature of the contractual relationship between 

an Islamic bank and its customer could hamper the fulfilment of AML/CFT obligations ï in 

particular, customer due diligence and the process for reporting clientsô suspicious 

transactions. For instance, it is likely that, in providing Sharǭóah-compliant financing, an Islamic 

bank based on Sharǭóah principles may have to disburse funds to parties other than its 

customer who is the immediate beneficiary and on whom due diligence may have been 

conducted. Failure to include such a third party in the due diligence process may inadvertently 

create an opportunity for illicit use of such funds by a fraudulent third party.13 

                                                           
8 Islamic Financial Services Board (2019). Islamic Financial Services Industry Stability Report 2019. Kuala Lumpur: 

IFSB. 
9 International Monetary Fund (2017). Ensuring Financial Stability in Countries with Islamic Banking. Country Case 
Studies. IMF Country Report No. 17/145. 
10 International Monetary Fund (2017). Ensuring Financial Stability in Countries with Islamic Banking. Country Case 
Studies. IMF Country Report No. 17/145. 
11 N. Kyriakos-Saad, M. Vasquez, C. E. Khoury and A. E. Murr (2016). Islamic Finance and Anti-Money Laundering 
and Combating the Financing of Terrorism (AML/CFT) (IMF Working Paper No. WP/16/42). Washington, D.C.: 
IMF. 
12 Islamic Financial Services Board (2016). IFSI Stability Report 2016. Kuala Lumpur: IFSB.  
13 See: Money laundering concerns in Islamic financial transactions. IFN News, 18 July 2012, 9(28). 
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Moreover, the fact that Islamic finance products are based on assets that need to be related 

to real economic activities or values renders the financial transaction more sophisticated, 

which could facilitate the hiding of ML/FT activities. This is also coupled with the special 

purpose vehicle (SPV) as a pass-through mechanism that is usually established in an offshore 

financial centre and which may imply more ambiguity and lack of transparency regarding the 

assets and their origins, including in an Islamic banking context. 

Additionally, there were concerns about the huge volume of money collected and disbursed 

through the various highly unregulated Islamic social finance platforms such as zakǕh, waqf, 

etc.,14 which may expose Islamic banks to operational, reputational and compliance risks.15  

Without any concrete empirical evidence to the contrary, there has been at best what may be 

described as speculation about the vulnerability of Islamic financial institutions to ML/FT risks, 

due mainly to weak AML/CFT regulations and control in jurisdictions with a significant 

presence of Islamic banking and allied financial services.16  

This working paper derives from these concerns. It takes cognisance of the fact that non-

conclusive evidence may also heighten the hidden vulnerability of the IFSI to ML/FT risks. 

This may also lead to inefficient channelling of regulatory resources in order to provide an 

additional AML/CFT regime for Islamic banking when the existing FATF regimes may be 

sufficient. For instance, the AML/CFT regulatory laxity presupposition in jurisdictions where 

Islamic banking is practised is attenuated by the fact that conjectural evidence seems to 

suggest the contrary. Based on the latest FATF list of high-risk and other monitored 

jurisdictions as at October 2019, only one of the 12 jurisdictions recognised as having a 

systemically important17 Islamic banking sector is on the ñpublic statementò list.18 

This working paper notes that, in most jurisdictions with a significant presence of Islamic 

finance, commendable efforts have been made to enhance the legal, regulatory and 

supervisory aspects of combatting money laundering and financing terrorism. This is either by 

ratifying laws, issuing regulations and guidelines, or setting up financial intelligence units or 

money laundering units in the monetary authorities. Moreover, RSAs adopt similar monitoring 

processes for both conventional and Islamic banks.  

                                                           
14 Islamic Research and Training Institute (2014). Islamic Social Finance Report 2014. Jeddah: IRTI (Member of 
Islamic Development Bank), p. 10. 
15 In a publication published by the Christian Concern Legal Centre, a study by Brisard (2002) was cited wherein it 
was claimed that Al-Qaeda received between USD 300 million and USD 500 million in charities via a zakǕh system 
aided by Islamic banking institutions:  J-C. Brisard (2002). Terrorism Financing: Roots and Trends of Saudi 
Terrorism Financing (report prepared for the President of the Security Council, United Nations), p. 3, cited in: Whatôs 
Wrong with Islamic Finance? UK: Christian Concern Legal Centre. www.christianconcern.com. 
16 A. N. Maruf (2018). Compatibility of Islamic Finance and Anti-Money Laundering Laws: A Myth or Reality? 
International Islamic University Malaysia (IIUM) Law Journal. 26(1), p. 58. 
17 Systemic importance is based on 15% market share as per the IFSBôs IFSI Stability Report 2019.  
18 A public statement is a call on a jurisdiction of the FATF to implement the requisite measures needed for 
AML/CFT. 
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Essentially, there may not seem to be a strong basis for introducing specific regulations for 

AML/CFT based on the nature of the operation (i.e. whether they are conventional banks, 

Islamic banks or Islamic windows of conventional banks), as no main difference is observed 

in the exposure to ML/FT risks across the banking nature divide. Thus, the FATF standards 

provide the framework for AML/CFT regulations and serve as a benchmark for managing 

AML/CFT risks across the board in the jurisdictions sampled in this paper.  

The IMF, in its report,19 accentuated the need for a continuous and concerted collaboration 

among the standard setters, RSAs and practitioners of Islamic finance ï in particular, on 

AML/CFT issues. A similar view was shared by the IFSB in its IFSI Stability Report 2016 

wherein a survey-based study was suggested of IFSB member jurisdictions in relation to the 

unique elements of IIFSôs operations and developments aimed at improving their legal and 

supervisory infrastructure from an AML/CFT perspective. As such, based on empirics, an 

understanding of the peculiar AML/CFT risks in Islamic banking, as well as an assessment of 

the adequacy or otherwise of extant AML/CFT regimes, are imperatives. 

  

1.2  Objective and Structure of the Paper  

The main objective of this joint working paper is to elicit the views of the regulatory and 

supervisory authorities in those jurisdictions where Islamic banking is practised on whether 

there are AML/CFT risks peculiar to the contractual relationship and complex product structure 

in Islamic banking operations. Specifically, this research paper aims to explore the diverse 

risks of ML/FT activities in the banking system, and to identify if it varies between conventional 

and Islamic banking.   

The presumed likely susceptibility of Islamic banks to ML/FT abuse through the activities of 

various Islamic social finance platforms such as zakǕh, waqf and Ἰadaqah is also investigated. 

This is in addition to investigating whether specific legislation or regulatory and supervisory 

frameworks are needed for the Islamic banking sector in addition to the existing provisions of 

the FATF standards.  

The working paper is divided into five sections. Immediately following this introductory section 

is a brief description of the methodology used in the research. This is followed by analyses of 

the results obtained from the survey responses on understanding, regulating and preventing 

ML/FT risks in various jurisdictions. The last section presents the conclusion and 

recommendations.   

                                                           
19 International Monetary Fund (2017). Ensuring Financial Stability in Countries with Islamic Banking, Country 

Case Studies. IMF Country Report No. 17/145, p. 28. 
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1.3  Methodology 

The working paper is based on a survey that was designed to frame the three main sections 

of the research paper, so that empirical evidence can support the paperôs findings. The 

respondents to the questionnaire represent a diversified pool of RSAs, including central banks, 

monetary authorities, capital markets authorities, and/or regulators that govern more than one 

financial sector. These RSAs are located in different geographical areas around the globe, 

such as Africa, the Middle East and North Africa, Asia, South-East Asia, and Europe. A list of 

the RSAs that participated in the survey is provided as an appendix to this paper. In all, 24 

RSAs provided responses to the survey, which comprised both closed-ended20 and open-

ended questions. 

A number of questions were posed to the RSAs relating to their understanding of ML/FT risks, 

the approaches they take in implementing customer due diligence, their understanding of the 

peculiarities of non-profit organisations (NPOs) and SPVs as possible transmission channels, 

the reporting of suspicious transactions (STR), etc. Analysis of the responses obtained is thus 

based on a regulatory and supervisory view of how money laundering and financing of 

terrorism are understood, regulated and prevented in the respondentsô jurisdictions.  

 

The remaining sections of this paper present a descriptive analysis of the responses to the 

survey questionnaire. The paper aims to identify from the survey results what (if any) ML/FT 

risk differences exist between the Islamic and conventional banking sectors, and whether 

Islamic banks have a particular need for laws or regulations to address ML/FT risks. 

 

  

                                                           
20 The closed-ended questions make the following assumptions: ñLowò means non-compliance or non-applicability 
of the related AML/CFT regulations in the respective jurisdiction; ñMediumò implies low compliance; ñSubstantialò 
implies significant compliance; and ñHighò implies full compliance.  
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2. UNDERSTANDING MONEY LAUNDERING / FINANCING OF 

TERRORISM RISKS IN ISLAMIC BANKING 

This section discusses the operational framework and nature of ML/FT risks in Islamic 

banking, highlighting how it differs from conventional banking in terms of banking contracts 

and transactions. Customer relationships on a wide range of Islamic banking products and 

services are clarified in the discussion, which attempts to identify the potential areas of ML/FT 

risks in Islamic banking. This section also highlights the ML/FT risks in Islamic banking of 

raising or moving funds. Finally, it examines mechanisms in the collection and distribution of 

zakǕh and Ἰadaqah (charity), and investigates the potential risks associated with the banking 

system in dealing with such transactions. 

 

2.1  Understanding ML/FT Risks 

Theoretically, the importance of purity of the sources of money has been addressed in many 

provisions in the Al-Quran21 and Sunnah (sayings of the Prophet Muhammad, Peach Be Upon 

Him), which conceptually abhor money laundering. To highlight the importance of the purity of 

sources of income, Islam prohibits the earning of any kind of illegal money even if it can be 

distributed to charity.22 Therefore, there is a clear need to distinguish between ỰalǕl (lawful) 

and ỰarǕm (unlawful) earnings and property ownership.23 

While RSAs in many jurisdictions where Islamic banking is prominent have either adopted or 

adapted the FATF recommendations to varying degrees,24 it is important to investigate to what 

extent those RSAs consider the performance of ML/FT risk management in their jurisdictions 

in terms of understanding the ML/FT risks posed regardless of the nature of the financial 

institution.   

In the survey, the RSAs were asked about their supervisory experience in their jurisdiction in 

relation to the performance of a number of the FATFôs preventive measures. Specifically, the 

RSAs were asked about managing and preventing ML/FT risks in terms of understanding the 

intricacies involved. The distribution of responses, as shown in Table 2.1, indicates a similar 

level of understanding among the RSAs regarding the risks involved in both ML and FT.  

                                                           
21 ñO you who believe! Squander not your wealth among yourselves in vanity, except it be a trade by mutual 
consent, and kill not one another. Allah is ever merciful to you. Whoever does that through aggression and injustice, 
we shall cast him into the fire. And that is ever easy for Allahò (Pickthall, 2005, verses 29ï30).  
22 Prophet Mohammad (Peach Be Upon Him) said, ñἷadaqah that comes from theft is not acceptableò (Sahih 
Muslim 1/204). 
23 Prophet (Peach Be Upon Him) said, ñAl-ỰalǕl is explicit or clear, and Al-ỰarǕm is clearé.ò (Al-Boukhary 1/28 and 
Muslim 3/1, 219). 
24  Some IFSB member jurisdictions have actually adapted and incorporated into their Islamic banking law some 
provisions from the FATF standards for preventing ML/FT. 
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Most of the RSAs (80%) consider that, based on their regulatory experience, Islamic banks in 

their jurisdiction have at least a substantial understanding of the ML/FT risks. Mild differences 

observed relate to the fact that there may be a slightly higher understanding of the ML risk 

over the FT risk among Islamic banks (Figure 2.1). Specifically, while 10 (50%) RSAs indicate 

a substantial understanding of ML risks among Islamic banks in their jurisdictions, nine (45%) 

RSAs also indicate a similar level of understanding of FT risk. Six (35%) RSAs indicate that 

Islamic banks in their jurisdictions have a high understanding of the ML risks, compared to five 

(25%) for FT.  

There is thus a view that the responses from the participating RSAs indicating that there is at 

least a substantial understanding by Islamic banks of the risks posed by ML/FT imply either 

or both of two things. First is the attenuation of the speculation about the high susceptibility of 

Islamic banking to ML/FT even if, as claimed in some studies, there is low compliance with 

AML/CFT regimes, especially in jurisdictions where Islamic banking is prominent. Second, the 

prevalence of ML/FT in such jurisdictions is more a matter of convenience and opportunities 

likely influenced by other attributes than the prominence or burgeoning presence of Islamic 

banking practices.25  

Figure 2.1 Understanding ML and FT Risks for Islamic Banking 

 

Source: Joint IFSBïAMF Survey on the Money Laundering and Financing of Terrorism Risks in Islamic 

Banking, 2019. 

                                                           
25 In fact, the example of Malaysia, Brunei and the UK as jurisdictions where Islamic banking is practised is often 
cited as a basis. A. N. Maruf (2018). Compatibility of Islamic Finance and Anti-Money Laundering Laws: A Myth or 
Reality? International Islamic University Malaysia (IIUM) Law Journal, 26(1), p. 73. 
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2.2  Managing the ML/FT Risks of Customer Relationships in Islamic 

Banking  

The operational framework of bank financing based on Sharǭᾶah-compliant sales, lease or 

equity-based instruments creates a unique relationship between an Islamic bank and its 

customers, which is different in many aspects from how contracts are executed in conventional 

banking. In sales-based financing contracts, for example, in case of murǕbahah, or istiἸnǕԐ, 

an Islamic bank must ensure that it purchases the asset from a third party such as a supplier, 

developer or manufacturer before it is sold to a customer. That is, Islamic banks must have 

legal and constructive possession of the asset before selling it to the customer. If any Islamic 

bank violates this operational process in executing the contract, it would be an incidence of 

Sharǭᾶah non-compliance risk. The IFSBôs working paper No. 5 (WP-05)26 provides detailed 

examples of Sharǭᾶah non-compliance risks by type of contract and suggests that Islamic 

banks should be aware of the implications of those risks and them for the bankôs solvency. 

Applying the process of addressing Sharǭᾶah non-compliance risk would, in fact, strengthen 

transparency in business activities between an Islamic bank and its customers, and help to 

lower the incidence of ML/FT risks.  

Therefore, a prudent operational framework with regards to Sharǭᾶah compliance provides 

Islamic banks with more opportunities to know their customers. Islamic banks should develop 

and enforce clear customer acceptance and identification procedures for clients and those 

acting on the behalf of clients. Islamic banks need to conduct adequate customer due diligence 

(CDD) based on customersô risk profiles, which includes standard risk indicators such as 

personal  background, country of origin, possession of a public or high-profile position, linked 

accounts, and type and nature of business activity.27 The need to ñknow your customerò (KYC) 

should not be limited only to Islamic banksô customers, but should include the end-to-end 

parties involved in the Islamic contract. Banks should also conduct CDD and screening of 

suppliers/developers/manufacturers and consider the nature of the Islamic banking contract 

(e.g. murǕbahah or istiἸnǕԐ).  

The survey response is also consistent with the theoretical framework of Islamic banking in 

executing the contract and mentions that it is ñvery importantò, or at least ñimportantò, that 

Islamic banks should know their customers, as indicated by 15 (88%) out of 17 RSAs, and 

their business activities, as indicated by 15 (94%) out of 16 RSAs (Figure 2.2). 

  

                                                           
26 E. Oz, Z. R. Khokher, M. M. Ali and R. Rosman (2016). Sharǭôah Non-Compliance Risk in the Banking Sector: 
Impact on Capital Adequacy Framework of Islamic Banks (IFSB Working Paper Series WP-05/03/2016). Kuala 
Lumpur: IFSB. 
27 Basel Committee on Banking Supervision (2001). Customer Due Diligence for Banks (Consultative document). 
Basel: BCBS. 
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Figure 2.2 Importance of Characteristics in Managing ML/FT Risks of Islamic Banks 

 

Source: Joint IFSBïAMF Survey on the Money Laundering and Financing of Terrorism Risks in Islamic 

Banking, 2019. 

The survey results indicate that Islamic banks have a greater requirement than conventional 

banks to know the sources and uses of their customersô funds, with 14 (82%) out of 17 RSAs 

indicating that this is ñvery importantò or ñimportantò. In principle, Islamic banks cannot pay or 

receive interest on received or used funds, respectively. Since Islamic banks always have to 

oversee the theoretical and operational mechanisms for the receipt and distribution of 

payments, with a view to avoiding engaging in any transaction with customers involving 

interest, such monitoring in effect enhances the scope for identifying ML/FT risks in Islamic 

banking transactions. This monitoring is consistent with the results found in Figure 2.2. The 

respondent RSAsô comments on managing ML/FT risks in Islamic banking are summarised 

below: 

(i) Banks, whether they are conventional or Islamic, have to establish an effective and 

efficient internal control system and compliance framework in order to detect 

ML/FT risks. The control procedures may vary based on the structure, size and 

global linkages of the bank.28 

 

 

                                                           
28 In some jurisdictions, better controls are observed in larger banks/subsidiaries of global banks, given their larger 
resources and greater capacity to put in place the necessary AML/CFT measures, compared to the smaller banks 
which include stand-alone Islamic banks. This makes them more vulnerable to ML/TF risks, given the assertion 
that criminals are likely to abuse financial institutions with weaker controls. 
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Operational Structure of an Islamic Bank and ML/FT Risks 

Islamic banks receive funds divided mainly into two categories: (i) non-remunerative funding, and 

(ii) remunerative funding. Non-remunerative funding from customers is based on qard or wadǭ`ah 

contracts, for example, and banks use those funds in their business operations at their own risk. 

Remunerative funding basically includes equity-based or profit-sharing investment contracts such 

as muỘǕrabah (a ñpartnership between work and capitalò, where the capital provider is a sleeping 

partner while the managing partner provides the work) or mushǕrakah (similar to a conventional 

partnership), among others.  

In the case of a profit-sharing investment account, the investment account holder, as the customer, 

has the right to monitor their investments and associated risks, and this allows Islamic banks to 

know the actual utilisation of funds. Principle 2.1 of IFSB Standard No. 3: Guiding Principles on 

Corporate Governance for Instuitutions offering only Islamic Financial Services [Excluding Islamic 

Insurance (Takaful) Institutions and Islamic Mutual Funds] sets out that ñIIFS shall acknowledge 

IAHsô right to monitor the performance of their investments and the associated risks, and put into 

place adequate means to ensure that these rights are observed and exercised.ò  

Moreover, an Islamic bank has a number of incentives to follow Sharǭᾶah rules appropriately. First, 

it would face reputational damage and lack of customer confidence if it does not comply with 

Sharǭᾶah rules. Second, Sharǭᾶah non-compliance may impact on its profitability, as any Sharǭᾶah 

non-compliant income must be deducted and should be transferred to charitable activities.  

A prudent Sharǭᾶah governance framework that requires ex-ante and ex-post review of any contract 

executed between an Islamic bank and its customers will not only enhance Sharǭᾶah compliance 

but also increase the disclosure requirement. Principle 3.1 of IFSB-3 also explains that Islamic 

banks should have in place an appropriate mechanism for monitoring Sharǭᾶah compliance in all 

aspects of their products, operations and activities. Islamic banks must follow these control 

measures from a Sharǭᾶah point of view, which ultimately lowers the ML/FT risks in the Islamic 

banking sector. 

 

(ii) Islamic banks can seek more information on customers, their assets, and 

transactions made between Islamic banks and customers, subject to the nature of 

the underlying contract of products offered by Islamic banks. 

(iii) Since Islamic banks are not permitted to invest in ỰarǕm (prohibited) businesses, 

they have to ensure that their funding sources are not associated with any kind of 

Sharǭᾶah non-compliant activity. 

 

2.3  Managing the ML/FT Risks of Products and Services 

This section attempts to identify the potential ML/FT risks of a wide range of products and 

services, and discusses how to assess and mitigate those risks appropriately. The survey 

conducted broadly covers the following types of products and services: retail banking; 

corporate and investment banking; investment services; correspondent services; and private 

banking. The survey respondents were asked about the level of risks of the above-mentioned 

products and services for both conventional and Islamic banks in their respective jurisdictions.  
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2.3.1  Retail Banking 

ñRetail bankingò refers to products and services offered by banks directly to personal and 

business customers, such as current accounts, loans (financing for Islamic banks) and savings 

products. Potential ML/FT risks in retail banking may come from the provision of services to 

cash-intensive businesses, or those with a high volume of transactions, high-value 

transactions or a diversity of services.  

From a conceptual point of view, there is no difference between conventional and Islamic 

banking in terms of retail banking and retail customers. However, there is a very significant 

difference in terms of services and products, which are primarily based on unique 

structures/contracts in the Islamic banking system. The survey results find that only two RSAs 

(10% of respondents) view retail banking activities as having ñhighest risksò regardless of 

whether they are conventional or Islamic banking. In addition, the results show that the RSAs 

do not find any difference in the level of risks between conventional and Islamic banking 

(Figure 2.3).  

Figure 2.3 Comparison between Conventional and Islamic Banking on the Level of 

ML/FT Risks by Type of Product (Note the difference in investment services) 

 

 

Source: Joint IFSBïAMF Survey on the Money Laundering and Financing of Terrorism Risks in 

Islamic Banking, 2019. 
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2.3.2  Corporate and Investment Banking and Services 

ñCorporate and investment bankingò refers to finance and banking products and investment 

services provided by banks to corporate customers, body corporates, corporations, 

governments and institutions. The issuance and trading of shares and securities fall within the 

scope of corporate and investment banking and services. The ML/FT risks associated with 

these types of products and services arise from the layering and integration stages of 

securities. The ML risks associated with corporate finance may be related to the transfer of 

assets between parties in exchange for cash and other assets. They can also come from the 

global nature of the securities markets. 

As compared to the conventional bond market, the markets for ἸukȊk29 and for Sharǭᾶah-

compliant securities in the Islamic banking sector are very small. The Accounting and Auditing 

Organization for Islamic Financial Institutions (AAOIFI)30 defines ἸukȊk as certificates of equal 

value representing undivided shares in ownership of tangible assets, usufruct and services or 

(in the ownership of) the assets of a particular project or special investment activities. Though 

the ἸukȊk31 and Islamic securities markets are gaining acceptance internationally, regulators 

must be careful to monitor their ML/FT risks in regard to gathering detailed information about 

the originator of the ἸukȊk, location of origin, issuer, location of issuance, and ἸukȊk holders, 

among others. However, it is important to understand the underlying structure of ἸukȊk with a 

view to investigating the possible sources of ML/FT risks. In Islamic finance, asset-backed 

structures of ἸukȊk involve ownership rights in the underlying assets.32 On the other hand, in 

conventional asset-backed structures, the asset backing takes the form of collateral rights, not 

ownership rights. For asset-backed ἸukȊk, it is necessary that key securitisation elements are 

                                                           
29 άἷukȊkò refers to a Sharǭóah-compliant financing instrument that differs from conventional bonds in terms of its 

structure. 
30 AAOIFI Sharǭóah Standard No. 17: Investment ἷukȊk, 2015, p. 468. 
31 As per the IFSBôs IFSI Stability Report 2018, the outstanding volume of ἸukȊk was USD 399.9 billion at the end 
of 2017. 
32 According to the Sharǭ`ah Board of the Islamic Development Bank (IDB), ἸukȊk assets must be undividedly 
owned by the ἸukȊk holders either directly or through their agent (SPE). This ownership should be valid from both 
the legal and Sharǭ`ah perspectives, in the sense that the ἸukȊk holders (whether as individuals or through their 
agent ï that is, an SPE) have the ownership of the underlying assets. The ownership of the underlying assets 
should be transferred to the ἸukȊk holders and registered in their names with the legal authorities. These ἸukȊk 
may be known, rather incongruously, in the market as ñasset-backedò. However, in jurisdictions where there is a 
prohibition on transferring legal title to such assets, only the beneficial ownership is permitted to be transferred to 
the ἸukȊk holders based on the following conditions: (a) The definition of beneficial ownership must be stated 
clearly in the ἸukȊk document. ñBeneficial ownership of ἸukȊk assetsò refers to valid ownership with all the rights 
and obligations, but excluding the right of registration in the legal authorities. (b) There must be a statement by the 
transferor (by way of the trust certificate) confirming that the valid ownership has indeed been transferred to the 
ἸukȊk holders along with the associated rights and obligations. The SPE does not have any right to utilise these 
assets without prior permission from the ἸukȊk holders to the fact that the assets have been registered under the 
SPEôs name as a fiduciary only. (c) The trust certificate, as mentioned above, can be enforced by the official 
authorities that prohibit the legal transfer of the underlying assets to the ἸukȊk holders. In the case of breach of, or 
not being able to take into consideration, any of these conditions, the ἸukȊk is not permitted to be issued legitimately 
from a Sharǭ`ah perspective on the basis of such assets. (Source: IFSB Standard No. 15: Revised Capital 
Adequacy Standard for Institutions offering Islamic Financial Services [Excluding Islamic Insurance (TakǕful) 
Institutions and Islamic Collective Investment Schemes], Kuala Lumpur: 2013, pp. 106ï107, footnote 115.) 
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in place to ensure that ἸukȊk holders have legal title and a realisable security over the assets. 

The IFSB provides detailed guiding principles33 of disclosure requirements regarding 

information about the originator, location of origin, issuer, location of issuance, and ἸukȊk 

holders, among others, which will help to avoid any ML and FT concerns expressed about the 

ἸukȊk structures,.  

The survey responses in Figure 2.3 show that, in terms of corporate and investment banking 

and investment services, there is, in fact, no significant difference in associated ML risks 

between conventional and Islamic banking. 

 

2.3.3  Correspondent Services  

ñCorrespondent servicesò refers to banking services provided by one bank (the ñcorrespondent 

bankò) to another bank (the ñrespondent bankò). Respondent banks may be provided with a 

wide range of services, including cash management (e.g. interest-bearing accounts in a variety 

of currencies), international wire transfers, cheque clearing, payable-through accounts, and 

foreign exchange services.  
 

Correspondent services have been identified by 11 out of 19 RSAs as being at least of a ñhigh 

riskò for both conventional and Islamic banks, indicating the need to take enhanced measures 

to manage and mitigate the ML/FT risks that may crystallise from such services (Figure 2.3). 

The FATF guidance34 explains that a wide range of correspondent banking services do not 

carry the same level of ML/FT risks. The guidance focuses in particular on cross-border 

correspondent banking relationships involving the execution of third-party payments, due to 

their potentially higher risk. Limited information regarding the structure of activity in the 

execution of third-party payments in cross-border banking transactions may create greater 

exposure to ML/FT risks.  

Overall, a correspondent Islamic banking institution should take a holistic view of the above 

indicators and other available information, determine the levels of inherent ML/FT risks, and 

apply appropriate control measures for effective management of those risks. However, it is 

noteworthy that Islamic banking is recently facing a decline in correspondent banking 

relationships. The General Council for Islamic Banks and Financial Institutions (CIBAFI) 

mentions in its recent survey reports35 that the closing of correspondent banking relationships 

                                                           
33 IFSB Standard No. 19: Guiding Principles on Disclosure Requirements for Islamic Capital Market Products 

(ἷukȊk and Islamic Collective Investment Schemes), Kuala Lumpur: 2017. 
34 Financial Action Task Force (2016).  FATF Guidance ï Correspondent Banking Services, Paris: FATF, paragraph 
13b. 
35 General Council for Islamic Banks and Financial Institutions (2018). Global Islamic Bankersô Survey 2018 ï 

Evaluating Future Impacts: Strategic Thinking, Branding and Financial Technologies. Bahrain: CIBAFI, p. 46. 
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is the fifth-biggest risk faced by Islamic banks. In this respect, the FATF recommends using a 

risk-based approach to avoid the unintended consequences of de-risking. 

In the correspondent banking relationship, the level of CDD measures employed by the 

respondent institution depends on its ML/FT risk profile. In this respect, the role of RSAs is 

critical. IFSB Standard No. 1736 provides guidelines for RSAs to ensure that, in addition to 

normal due diligence, Islamic banks have specific policies and processes regarding 

correspondent banking. The Standard proposes policies and processes such as: 

(a) gathering sufficient information about their respondent IIFS to fully understand the 

nature of their business and customer base, and how they are supervised; and  

(b) not establishing or continuing correspondent relationships with those that do not have 

adequate controls against criminal activities, or that are not effectively supervised by 

the relevant authorities, or with those banks that are considered to be shell banks. 

 

2.3.4  Private Banking and Services 

ñPrivate banking and servicesò refers to customers who are given prioritised or privileged 

treatment. The survey responses show the same level of ML/FT risks for both conventional 

and Islamic banking in terms of ñhighestò or ñhigherò risks as identified by 11 (55%) out of 20 

respondents (Figure 2.3). In fact, Islamic banking is no different from conventional banking in 

terms of its requirements in regard to private customers for reducing ML/FT risks. These 

customers should be assessed as presenting a higher risk of money laundering if they are 

identified as being politically exposed persons (PEPs), or are in higher risk categories of 

sanction lists and jurisdictions, or if their nature, business or location indicates a higher risk. 

Moreover, in the case of transacting with non-face-to-face private customers, additional CDD 

measures are required, such as certification of documents. The RSAs will need to decide 

whether private customers should require additional identify information, and/or whether to 

verify additional aspects of identification.  

In all, Islamic banks only need to ensure that their customersô use of business structures and 

investments has a genuine and legitimate purpose from the perspective of both national laws 

and Sharǭᾶah principles. 

 

                                                           
36 IFSB-17: Core Principles on Islamic Finance Regulation (Banking Segment) (CPIFR), 2005, p. 64. 
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2.4  Managing ML/FT Risks in Dealing with AwqǕf 

The AAOIFI37 defines waqf as making a property invulnerable to any disposition that leads to 

transfer of ownership and donating the usufruct of that property to beneficiaries. The AAOIFI 

also categorises waqf into several permissible types, the most important of which are 

charitable waqf (al-waqf al-Khayri), family waqf (al-waqf al-Ahli), joint waqf (al-waqf al-

Mushtarak) and self-dedicated waqf (al-waqf ôAla al-Nafs). The key elements of waqf include 

the form of donation, the waqif (the donor) and the donated property. 

Waqf funds are usually established by a non-profit organisation in a country. Waqf activities 

could fall within the FATFôs definition of an NPO38 ï that is, a legal person or arrangement or 

organisation that primarily engages in raising or disbursing funds for purposes such as 

charitable, religious, cultural, educational, social or fraternal purposes, or for carrying out other 

types of ñgood worksò. The definition is based on the activities and characteristics of an 

organisation which is considered to be at risk of abusing funds for ML/FT purposes, rather 

than on the simple fact that it is operating on a non-profit basis. The FATF recommendations 

explain that specific CDD measures as required by the banks are needed for the legal persons 

or legal arrangements, in order to understand the nature of the customerôs business and its 

ownership and control structures.39   

An NPO dealing with waqf funds in a country is allowed to open accounts at banking 

institutions. This type of account is known as a trust account in many jurisdictions. Out of 20 

respondent RSAs, 17 indicate that Islamic banks are permitted to open accounts for awqǕf in 

their countries (Figure 2.4). 

  

                                                           
37 Accounting and Auditing Organization for Islamic Financial Institutions (2015). AAOIFI Sharǭóah Standard No. 33: 
Waqf, pp. 814ï15. 
38 Financial Action Task Force (2012ï2018). International Standards on Combating Money Laundering and the 
Financing of Terrorism & Proliferation. Paris: FATF, p. 52. 
39 Financial Action Task Force (2012ï2018). International Standards on Combating Money Laundering and the 
Financing of Terrorism & Proliferation. Paris: FATF, recommendations 10, 24 and 35. 



17 
 

Figure 2.4 Islamic Banks Allowed to Open Accounts for AwqǕf 

 

Source: Joint IFSBïAMF Survey on the Money Laundering and Financing of Terrorism Risks in Islamic 

Banking, 2019. 

In response to the question about whether there is any specific type of ML/FT risks in dealing 

with awqǕf accounts, six of 12 RSAs find there are no specific ML/FT risks (Figure 2.5). The 

respondentsô common understanding is that dealing with awqǕf accounts is similar to dealing 

with other types of accounts and services, as they are exposed to the same levels of ML/FT 

risks. Without imposing any restrictions specific to the opening of accounts for awqǕf, the 

regulatory provisions applicable to account opening for legal persons and arrangements for 

waqf funds are sufficient, as relevant. 

Figure 2.5 Specific ML/FT Risks in Dealing with AwqǕf 

  

Source: Joint IFSBïAMF Survey on the Money Laundering and Financing of Terrorism Risks in Islamic 

Banking, 2019. 
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Another four RSAs categorise the opening of awqǕf accounts as specific to ML/FT risks 

(Figure 2.4). The respondent RSAs mention several reasons for categorising awqǕf as being 

of a higher risk of ML/FT. A review assessment conducted by one RSA of NPOs in its 

jurisdiction finds that religious NPOs have a higher risk of abusing waqf fund for FT purposes. 

Similarly, there is a risk of illegitimate diversion of waqf funds and property for FT purposes 

that are not consistent with the intent of the waqf. In this respect, another RSA points out that 

the higher risks in awqǕf accounts could be due to banksô failure to know the beneficiaries of 

such accounts. It is also likely that in some jurisdictions the CDD regulations on trust and legal 

arrangements may not be totally applicable to awqǕf due to their nature and operation. 

Therefore, one respondent RSA recommends enhanced customer due diligence (ECDD) 

requirements for awqǕf accounts, as they consider that such accounts are highly vulnerable 

and may be used for ML/FT-related activities. These accounts are known as trust accounts in 

many jurisdictions, and trustees should not be prevented by law or enforceable means from 

providing the competent authorities with any information relating to the trust as recommended 

by the FATF.40 In this respect, banks should initially only allow those NPOs that have been 

approved by a competent authority to open awqǕf accounts. The International Working Group 

on Waqf Core Principles41 provides several criteria for protecting waqf services from ML/FT 

risks.  

In line with these core principles, there is a need for a waqf Act that establishes the duties, 

responsibilities and powers of the waqf supervisor in relation to supervision of internal controls 

and regulations regarding criminal activities such as terrorism, money laundering and 

corruption. However, if there is no active supervision or monitoring for the requirements of 

NPOs, significant knowledge gaps may remain regarding the composition of the entire NPO 

sector, relating to both registered and unregistered NPOs. Therefore, RSAs dealing with NPOs 

under waqf will also need to determine that those NPOs have appropriate policies and 

processes for imposing Islamic ethics and professional standards and for preventing criminal 

activities. Moreover, coordination among the financial sector authorities, including domestic 

and foreign supervisory authorities, is critical in combatting ML/FT risks. In this respect, the 

waqf supervisor would need to report any suspicious activities and incidents to the financial 

intelligence unit or relevant authorities in order to maintain the transparency, accountability 

and credibility of the waqf institutions. 

                                                           
40 Financial Action Task Force (2013ï2018). Methodology for Assessing Technical Compliance with the FATF 

Recommendations and the Effectiveness of AML/CFT Systems, updated November 2018 (additional revisions 
adopted during the October 2018 Plenary). Paris: FATF, p. 70 (recommendation 25.4). 
41 International Working Group on Waqf Core Principles (2018). Core Principles for Effective Waqf Operation and 
Supervision, A Joint Initiative of Bank Indonesia, Indonesian Waqf Board (BWI) and Islamic Research and Training 
Institute ï Islamic Development Bank, pp. 51ï52. 
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Therefore, in conclusion, if the customer is a legal entity for managing the waqf fund, Islamic 

banks are required to obtain and record specific information and to verify the customerôs legal 

existence and structure, including information about the sources and beneficiaries of the 

funds. 

 

2.5  Managing the ML/FT Risks of Raising or Moving Funds 

Funds can move to the banking system in a number of ways that are exposed to ML/FT risks. 

Potential areas include self-funding from legitimate sources, NPOs, social media and 

crowdfunding, and criminal activities. Terrorist organisations can receive funds from legitimate 

sources, including charities and businesses. 

Figure 2.6 shows that ñhigh riskò level is mentioned by the same numbers of RSAs in the case 

of raising funds through self-funding from legitimate sources, social media and crowdfunding, 

and criminal activity. There are slight increases in ñhigher riskò for conventional banking 

compared to Islamic banking (16% in conventional banking versus 15% in Islamic banking for 

using self-funding from legitimate sources, 30% versus 29% for social media and 

crowdfunding, and 42% versus 40% for criminal activity). Terrorist individuals or organisations 

use legitimate, social and criminal methods to finance their organisational and operational 

activities. Conventional banking is also found to have a ñhighò risk of being used by NPOs to 

raise funds for FT activities. A total of nine RSAs (45%) out of 20 respondents find that 

conventional banking has a ñhighò risk, compared to seven RSAs (33%) out of the respondents 

that indicate Islamic banking has a ñhighò risk in this regard. 
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Figure 2.6 Likelihood Levels of Methods Used to Raise Funds for FT 

 

 

Source: Joint IFSBïAMF Survey on the Money Laundering and Financing of Terrorism Risks in Islamic 

Banking, 2019. 

Cross-border movement of funds for FT purposes 

The survey results do not differ significantly between conventional and Islamic banking on the 

utilisation of funds for FT activities, as indicated by Figure 2.7. A total of five RSAs indicate 

that Islamic banking has ñhighò risk, as compared to four RSAs for conventional banking, in 

terms of funds cross-border movement for FT purposes.  
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Figure 2.7 Likelihood Levels of Methods Used to Utilise Funds for FT 

 

 

Source: Joint IFSBïAMF Survey on the Money Laundering and Financing of Terrorism Risks in Islamic 

Banking, 2019. 
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other systems.42,43 The ARS has been used to disguise the movement of terrorist funds in 

countries where the electronic banking system used for movement of cash across borders 

remains embryonic or is little used by the populace. Therefore, the ARS in many countries has 

the additional attraction for terrorists of having weaker and/or less opaque record-keeping 

systems, and of being subject to less stringent regulatory oversight. Identifying areas where 

more regulatory oversight is needed is therefore important for both conventional and Islamic 

banking.  

The above discussion indicates that terrorist individuals or organisations can use any bank 

account, whether it is conventional or Islamic, for FT activities. The survey results also do not 

mention any significant difference between conventional and Islamic banking in terms of 

raising or movement of funds to finance terrorism activities. Terrorists will take advantage of 

weak monitoring of bank accounts. Financial intelligence bodies should always be active in 

monitoring STR of unusual transactions with individual banks. An effective AML/CFT system, 

in general, is important for addressing terrorist financing. The FATF has some 

recommendations that are unique to terrorist financing which are also applicable to the Islamic 

banking sector. These are recommendation 5 (terrorist financing offence), recommendation 6 

(targeted financial sanctions related to terrorism and terrorist financing) and recommendation 

8 (non-profit organisations) set out in Section C of the FATF recommendations.44 

 

2.6  Avoiding ML/FT Risks through De-risking 

The FATF defines de-risking as the phenomenon of financial institutions terminating or 

restricting business relationships with clients or categories of clients in order to avoid, rather 

than manage, risk in line with the FATFôs risk-based approach. The RSAs were asked how, in 

their view and based on their regulatory experience, an Islamic bank or window in their 

jurisdiction can effectively manage ML/FT risks associated with certain categories of 

customers or money transmitters, or charities. Figure 2.8 shows that most of the survey 

respondents (19 RSAs) indicate that those risks can be managed by: (i) improved measures 

for identifying and verifying customers (including KYC/CDD); and (ii) stricter ongoing due 

diligence (keeping records up-to-date and monitoring of transactions). Other measures 

mentioned by 18 RSAs include stricter customer acceptance policies, and stricter thresholds 

and limitations for business activity.  

                                                           
42 A. A. Shah (2007). The International Regulation of Informal Value Transfer Systems. Utrecht Law Review, 3(2), 
193ï218. 
43 R. McCusker (2005). Underground Banking: Legitimate Remittance Network or Money Laundering System? 
Trends & Issues in Crime and Criminal Justice No. 300. Canberra: Australian Institute of Criminology. 
44 Financial Action Task Force (2012ï2018). International Standards on Combating Money Laundering and the 

Financing of Terrorism & Proliferation. Paris: FATF, p. 11. 
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Figure 2.8 De-risking: Managing ML/FT Risks 

 

Source: Joint IFSBïAMF Survey on the Money Laundering and Financing of Terrorism Risks in Islamic 

Banking, 2019. 

De-risking is a complex solution by which banks can simplify the business model, as well as 

reduce ML risks, by taking measures to eliminate some products or clients, or both. However, 

a potential impact of de-risking is that it can create concerns about instability in the financial 

sector. It is argued that de-risking measures taken by banks have the potential to divert 

legitimate business towards risky, less regulated and/or unregulated alternatives such as 

ỰawǕla (an informal system for transferring money without money movement) and shadow 

banking (credit intermediation involving entities and activities outside of the regular banking 

system). Therefore, in line with the FATF standards, rather than following the de-risking 

approach, the Islamic banking sector should focus on implementing a risk-based approach 

(RBA). The FATF defines RBA in relation to AML/CFT as implying that a competent authority 

in a jurisdiction is expected to identify, assess and understand the ML/FT risks to which they 

are exposed and to take AML/CFT measures commensurate with those risks in order to 

mitigate them effectively. 
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2.7  Collection and Distribution of ZakǕh and ἷadaqah (Charity) 

ZakǕh refers to a certain share45 of assets and wealth to be distributed among the deserving 

categories of individuals or institutions entitled to receive it on an annual basis. Therefore, 

business companies and institutions are also subject to pay zakǕh out of their earnings. 

Islamic banks in some jurisdictions are involved in both the collection of zakǕh and Ἰadaqah 

on behalf of government agencies and the payment of zakǕh and Ἰadaqah as part of their 

obligations under Sharǭôah. In respect of bank activities relating to zakǕh collection and 

distribution, it is essential for an Islamic bank to ensure that it is dealing with donors and 

recipients who are well known to them and are compliant with applicable AML/CFT 

regulations. The survey finds that out of 20 respondents, 17 RSAs consider that there are no 

ML/FT risks related to the collection and distribution of zakǕh and Ἰadaqah by Islamic banks 

(Figure 2.9).  

Figure 2.9 ML/FT Risks Related to the Collection and Distribution of ZakǕh and 

ἷadaqah (Charity) by Islamic Banks 

 

Source: Joint IFSBïAMF Survey on the Money Laundering and Financing of Terrorism Risks in Islamic 

Banking, 2019. 

When asked about the roles of Islamic banks for charity collection in their respective 

jurisdictions, most of the respondent RSAs indicated that Islamic banks do not play any role 

in the collection of charity. Islamic banks collect charity from customersô deposit takers in three 

jurisdictions and from non-account holder individuals only in one country. A total of six RSAs 

mention that their Islamic banks deduct charity from the bankôs own profit (Figure 2.10). 

                                                           
45 The rate of zakǕh applicable to gold, silver, currencies and articles of trade is 2.5% whereas the rate applicable 
to agricultural produce is one tenth (10%) for the produce of non-irrigated lands, half of the tenth (5%) for the 
produce of irrigated lands, and three quarters of the tenth (7.5%) for the produce of partially irrigated lands. (Source: 
Accounting and Auditing Organization for Islamic Financial Institutions (2015). AAOIFI Sharǭóah Standard No. 35: 
ZakǕh, p. 874.) 
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Figure 2.10 Charity Collection by Islamic Banks 

 

Source: Joint IFSBïAMF Survey on the Money Laundering and Financing of Terrorism Risks in Islamic 

Banking, 2019. 

Banking transactions related to zakǕh and Ἰadaqah would need to be covered under the 

KYC/CDD rules and regulations. Such regulations, when compliant with FATF standards, 

would require that the parties making payments to, or receiving payments from, the Islamic 

bank are identified as clients and are subject to applicable KYC/CDD processes. In the event 

that there is a higher risk scenario, enhanced due diligence should be applied.  

On the other hand, the Islamic banks that collect zakǕh and deduct the charity from their own 

profit have an obligation to distribute that received amount. If the government manages the 

distribution of zakǕh, Islamic banks transmit the collected charity to government agencies, as 

indicated by the RSAs from seven jurisdictions (Figure 2.11).  

 

  

3

6

1

5

15

12

16

13

0

4

8

12

16

20

Collect charity from 
ŎǳǎǘƻƳŜǊǎΩ ŘŜǇƻǎƛǘ 

accounts

Deduct charity from 
ōŀƴƪΩǎ ƻǿƴ ǇǊƻŦƛǘ

Collect charity from
non-account holder

individuals

Collect charity from
other sources

N
u
m

b
e
r 

o
f 
re

sp
o

n
d
e
n
t 

R
S

A
s

Yes No



26 
 

Figure 2.11 Charity Distribution by Islamic Banks 

 

 

Source: Joint IFSBïAMF Survey on the Money Laundering and Financing of Terrorism Risks in Islamic 

Banking, 2019. 

Only two RSAs mention that their Islamic banks transmit collected charity to approved non-

governmental organisations (NGOs) or NPOs, other than government agencies. The role of 

Islamic banks in transmitting zakǕh collections to NPOs may expose them to FT risks owing 

to their association with the NPOs, especially where the NPOs are not regulated.46 Therefore, 

as prescribed by the FATF, countries should review the adequacy of their laws and regulations 

for NPOs so that they can identify whether the NPOs are vulnerable to terrorist financing risks. 

A total of six out of 15 respondent RSAs indicate that the Islamic banks in their jurisdiction, of 

their own accord, distribute the charity generated from the bankôs own profit to eligible 

beneficiaries. Similarly, Islamic banks themselves distribute the charity collected from the 

customersô portion to eligible beneficiaries in two jurisdictions.  

The question now is: What should be the basis for distributing this charity amount to different 

categories of eligible beneficiaries, including institutions? Four out of 16 RSAs mention that 

Islamic banks distribute the charity based on the instructions of customers (Figure 2.12). This 

highlights the need for enhanced CDD when dealing with such customers and those 

                                                           
46 The payment of zakǕh on their own behalf, as well as collections from their customers, to charities which are 

mostly regulated NPOs does not increase the potential exposure of such transactions to FT risks. 
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transactions.47 A total of eight RSAs (50%) out of 16 respondents indicate that Islamic banks 

distribute the charity amount at the bankôs own discretion. It is pertinent that Islamic banks 

should have sufficient information about beneficiaries, including NPOs, before distributing 

such funds. 

Figure 2.12 Basis of Charity Distribution by Islamic Banks 

   

Source: Joint IFSBïAMF Survey on the Money Laundering and Financing of Terrorism Risks in Islamic 

Banking, 2019. 

 

 

  

                                                           
47 Although the intent of distributing charity is in itself admirable, doing so on a magnitude that would require 

engaging the services of an Islamic bank may indicate that enhanced CDD is warranted so that additional 

information may be gained and provide a fuller understanding of the source of the wealth. 
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3. REGULATION AND SUPERVISION OF ANTI-MONEY 

LAUNDERING AND COMBATTING THE FINANCING OF TERRORISM 

IN ISLAMIC BANKING 

 

This section sheds light on the regulatory and supervisory frameworks that govern both Islamic 

and conventional banks, and on whether pertinent regulations have been adopted to enhance 

a robust AML/CFT regulatory framework. Through the designed questionnaire, this section of 

the paper attempts to determine if particular laws or regulations for Islamic banks need to be 

formulated regarding ML/FT, and whether Islamic banks encounter specific challenges in 

applying the AML/CFT regulations. 

Three main groups of countries are identified with regards to the authorities that are 

responsible for AML/CFT regulation and supervision. Twelve respondent RSAs (57%), 

reported that the responsible authority for AML/CFT regulation and supervision is the 

monetary authority for conventional banks, fully fledged Islamic banks, and Islamic windows 

of commercial banks. In addition, in some jurisdictions, the AML/CFT committee and a 

Financial Intelligence Unit are integrated into the supervision activities of the monetary 

authority; while in others, the AML and Financial Intelligence units are incorporated into the 

regulatory and supervisory aspects side by side with the central bank. Meanwhile, five RSAs 

have another supervisory entity, rather than the monetary authority, that is responsible for the 

regulation and supervision of all types of banks (i.e. conventional, Islamic fully fledged, and 

Islamic windows of conventional banks, if any) (Figure 3.1).  

Figure 3.1 Responsible Authority for AML/CFT Regulation and Supervision 

  

Source: Joint IFSBïAMF Survey on the Money Laundering and Financing of Terrorism Risks in Islamic 

Banking, 2019. 
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A majority of the respondent countries noted that a set of regulations has been adopted 

to enhance a robust AML/CFT legal and regulatory framework. The applied set of 

legislation that addresses the AML/CFT framework involves a diversified pool of laws, 

conventions, decrees, manual guidelines, as well as instructions. The questionnaire pointed 

out the different regulatory instruments such as laws, regulations, supervisory guidelines, and 

supervisory circulars or statements. The survey responses in Figure 3.2 show that eighteen 

respondent RSAs indicated that they apply the four regulatory instruments ï namely, laws, 

regulations, supervisory guidelines and supervisory circulars/statements. Four other RSAs 

use three regulatory instruments, excluding the supervisory circulars/statements, to regulate 

and supervise the ML/FT activities in their banking system. One monetary authority deploys 

two regulatory tools to govern the ML/FT activities in its jurisdiction, mainly laws and 

regulations. Another authority depends only on the two existing laws in that jurisdiction relating 

to AML/CFT, being a law on countering the financing of terrorism and another on anti-money 

laundering and the proceeds of crime. 

Figure 3.2 Instruments Included in the AML/CFT Requirements for Banks 

 

 

Source: Joint IFSBïAMF Survey on the Money Laundering and Financing of Terrorism Risks in Islamic 

Banking, 2019. 

The survey asked whether specific laws or regulations have been formulated for Islamic 

banks, whether the regulatory authorities are facing particular challenges while 

conducting AML/CFT supervision of Islamic banks, and whether Islamic banks have 
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including provisions that are dedicated to governing Islamic banks. This includes, for 

example, different terminologies used to designate products and/or services, or customers, 

specific due diligence regarding certain Islamic products, etc.  Moreover, 22 respondents 

(83%) among the 24 RSAs affirmed that RSAs do not encounter any particular challenges in 

implementing the laws and regulations pertaining to ML/FT activities, taking into consideration 

that the same requirements apply to both conventional and Islamic banking in individual 

countries.   

There is no evidence of specific laws or regulations that are formulated for Islamic banks. Also, 

none of the regulatory authorities indicate that they face any specific challenges while 

conducting AML/CFT supervision of Islamic banks, and no Islamic banks indicate that they 

encounter challenges in applying AML/CFT regulations. 

Regarding the approach that RSAs follow in monitoring banks, most of the responses 

showed that similar monitoring processes are in place for both conventional and 

Islamic banks. Regardless of whether the approach adopted is risk-based, on-site or off-site, 

or a combination of them, 23 (96%) respondents indicated that the same rules apply for Islamic 

and conventional banks alike. Meanwhile, four of the respondent RSAs noted that they are 

following a risk-based approach while supervising AML/CFT compliance, where key risks, 

including ML/FT risks, are monitored on a continuous basis as part of the ongoing supervisory 

activities conducted each year. Therefore, in some cases, ML/FT risks and AML/CFT 

measures are assessed in conjunction with the assessment of banks' significant activities, as 

guided by the supervisory framework. 

In other cases, where necessary, the monitoring based on significant activities is 

complemented by thematic AML/CFT reviews (based on environmental scanning and 

supervisory planning). Branch reviews are determined based on a risk-based approach (e.g. 

ñhot spotò areas). Off-site monitoring of selected financial crimes or risks, such as illegal 

financial schemes and mule account activities, is also done on a periodic basis (e.g. monthly, 

quarterly, etc.). 

As defined by the FATF, the ñrisk-basedò approach to AML/CFT means that countries, 

authorities and financial institutions are expected to identify, assess and understand the ML/FT 

risks to which they are exposed and to take preventive AML/CFT measures that are 

appropriate to mitigate those risks effectively.48 A risk-based assessment is a dynamic process 

                                                           
48 Financial Action Task Force (2014). Guidance for a Risk-Based Approach ï the Banking Sector, October. 



31 
 

involving regular reviews, and these reviews should be used to establish the appropriate 

processes to match the levels of risk.49 

The ñrisk-basedò AML approach differs from the ñregulation-basedò approach in that it requires 

banks to proactively identify and seek out various ñoutletsò and changes of ñblack moneyò in 

order to find ways to control money laundering. The ñregulation-basedò approach only requires 

reactive enforcement of regulatory requirements and standards.50 

The periodicity of monitoring money laundering and financing of terrorism risks for 

Islamic banks varies across the respondent countries.  A total of nine RSAs (38%) 

indicated that their frequency of monitoring ML/FT risks differs from that specified in the 

questionnaire. This is mainly because the frequency of on-site examinations depends on the 

bankôs size and previously determined risk level. In other cases, on-site and off-site 

supervision are based on an annual plan. In addition, one of the respondent RSAs reported 

that regular on-site examinations are performed at least once every two years, or within such 

other period as the central bank may determine according to the Banking Act. This is in 

addition to the ad hoc monitoring of ML/FT risks conducted through special on-site 

examinations. 

Another group of seven RSAs (29%) maintain regular monitoring of ML/FT risks on an annual 

basis, while four respondent RSAs (17%) conduct monitoring on a semi-annual basis. Two 

respondent RSAs (8%) maintain monthly monitoring of ML/FT risks for Islamic banks, while 

two other organisations did not report on the periodicity of their monitoring of ML/FT risks 

(Figure 3.3). 

 

  

                                                           
49 Dubai Financial Services Authority (2013). The DFSA Rulebook: Anti-Money Laundering, Counter-Terrorist 
Financing and Sanctions Module (AML). Dubai: DFSA, June. 
50 Z. Fan (2017). The ñRisk-basedò Principle of AML Management. ACAMS Today, 19 
September. 
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Figure 3.3 Periodicity of Monitoring of ML/FT Risks for Islamic Banks 

 

Source: Joint IFSBïAMF Survey on the Money Laundering and Financing of Terrorism Risks in Islamic 

Banking, 2019. 

 

The majority of RSAsô responses pointed out that there is no merit in introducing 

specific regulations for AML/CFT segregated by industry type. Figure 3.4 shows that 

among the 24 responses, two main groups emerged regarding the merit of developing 

AML/CFT regulations that are specific to industry type in order to mitigate ML/FT risks more 

effectively. A total of 15 RSAs (63%) highlighted that there is no need for particular regulations 

by type of banking activities (i.e. conventional, Islamic, and Islamic windows of conventional 

banks), while seven RSAs (29%) responded otherwise. However, two (8%) of the respondent 

RSAs reported that there is merit in formulating particular sets of regulations for Islamic banks 

and for Islamic windows of conventional banks. 
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Figure 3.4 Merit in Developing AML/CFT Regulations Based on Industry Type 

 

 

Source: Joint IFSBïAMF Survey on the Money Laundering and Financing of Terrorism Risks in 

Islamic Banking, 2019.  

 

All but three of the respondent RSAs reported that neither Islamic banks nor 

conventional banks have been subject to sanctions. Most of the responses, specifically 

21 RSAs, showed negative evidence of being subject to sanctions/listing by foreign 

governments, lawsuits, or pressures by correspondent banks in relation to the management 

of ML/FT risk associated with Islamic financial products. However, two financial institutions in 

two of the respondent countries indicated they have been subject to sanctions due to their 

relationship with one of the sanctioned countries. In addition, another respondent RSA noted 

that one correspondent bank has been subject to termination after failing to satisfactorily justify 

a few suspicious transactions. The deficiency that led to this measure is the pressure from a 

shareholder, which resulted in the bank breaching its internal controls despite having adequate 

AML/CFT control measures. 
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4. PREVENTIVE MEASURES 

 

The FATF as the international standard-setting body for AML/CFT provides 40 

recommendations relating to AML/CFT of which Part D (Recommendations 9ï23) focuses on 

preventive measures. Drawing from this set of recommendations, this section of the working 

paper elicits responses from various RSAs on the preventive measures prevalent in their 

jurisdictions.  

 

A number of questions were posed to the RSAs relating to their understanding of ML/CF risks, 

approaches to implementing customer due diligence, understanding of the peculiarities of 

NPOs and SPVs as possible transmission channels, the reporting of suspicious transactions, 

etc. Analysis of the responses obtained is thus based on a regulatory and supervisory view of 

how ML/CF can be prevented.  

 

4.1  Managing AML/CFT Risks 

4.1.1  Customer Due Diligence 

Recommendation 10 of the FATF provides the requisite guidance and essential elements for 

conducting CDD. Furthermore, the interpretive note to Recommendation 10 states that in 

instances where the ML/FT risks are considered to be higher, enhanced customer due 

diligence may be necessary.51 This is particularly relevant for customers that, based on a 

bankôs acceptance policy, would maintain a large account balance,52 engage in frequent 

overseas electronic transfers, reside in a high-risk jurisdiction or are on the list of politically 

exposed persons.53 It may also be pertinent that an Islamic bank mitigates against sanction 

risks that may crystallise in the event that it fails to conduct the detailed name or transaction 

screening which would have indicated a potentially blacklisted customer for offences that 

would be regarded as ML/FT-related. 

 

  

                                                           
51 There is also what is known as consolidated customer due diligence (CCDD), which allows for consolidating and 
streamlining customer acceptance policy and ongoing monitoring of customers across organisational, national, 
regional and international divides. 
52 For instance, licensed money changers, clubs, societies and charities, shell banks and companies, etc. 
53 A ñpolitically exposed personò is defined in the FATF Recommendations document (2018), p. 120, as  an 
individual, domestic or foreign, who has been entrusted with prominent public functions in a foreign country, such 
as a head of state, senior politician, senior government official, judicial or military official, senior executive of a 
state-owned corporation or an important political party official. The definition also covers the families and close 
associates of those listed. See Financial Action Task Force (2012ï2018), International Standards on Combating 
Money Laundering and the Financing of Terrorism & Proliferation. Paris: FATF, www.fatf-
gafi.org/recommendations.html. 
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Figure 4.1 Ongoing and Extended Due Diligence 

 

Source: Joint IFSBïAMF Survey on the Money Laundering and Financing of Terrorism Risks in Islamic 

Banking, 2019. 

The respondent RSAs were asked about the performance of risk management of Islamic 

banking in their jurisdiction in relation to both ongoing and enhanced CDD. As indicated in 

Figure 4.1, most jurisdictions consider the performance of both the CDD and ECDD to be at 

least substantial. Specifically, 11 (55%) RSAs indicate that the performance of the ongoing 

due diligence is substantial, thus reflecting significant compliance with the prevailing AML/CFT 

guidelines used in their local jurisdiction. Six (30%) RSAs also consider their performance in 

this regard to be very high as an indication of full compliance with extant related AML/CFT 

standards and guidelines. In specific instances where the need arises to conduct ECDD, most 

of the RSAs surveyed consider the performance in their various jurisdictions to be at least 

substantial. While nine (45%) RSAs indicate substantial performance, an equal number also 

consider the performance of ECDD in their jurisdiction to be very high.  

It is quite interesting to observe such substantial performance on both the CDD and ECDD in 

the jurisdictions covered. This would help forestall possible ML/FT risks that the Islamic banks 

have been speculated to be exposed to, especially arising from the peculiar nature of the 

relationship they share with their customers, who consider the banks as partners.  

Interestingly, beyond such speculation, the modus operandi and the fundamental tenets that 

underlie the structure of most Islamic banking products, especially those based on profit- and 

loss-sharing contracts such as muỘǕrabah and mushǕrakah, strengthen rather than weaken 

CDD as an ML/FT preventive measure. The participatory nature of Islamic banking would 

make it more compliant with CDD policy, due to the relative emphasis on the integrity and 
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